Epic: User Authentication
Description: 
As a user 
I want a secure login, logout, password reset, remember me functionality 
So that a can access my account

· Story 1: User Login
· Story 2: User Logout
· Story 3: Reset Password
· Story 4: Remember Me


Story 1: User Login
As a user
I want to login to the system with valid username and password
So that I can access my profile.

AC 01:  Login with Valid credentials
· Given the user is on the login page
· When the user enters a valid email
· And the user enters a valid password
· And clicks the Login button
· Then the user should be redirected to the dashboard
AC 02:
· Given the user is on the login page
· When the user enters an invalid email format
· And enters a valid password
· And clicks the Login button
· Then an error message should be displayed saying "Invalid email format"
AC 03: 
· Given the user is on the login page
· When the user enters a registered email
· And enters an incorrect password
· And clicks the Login button
· Then an error message should be displayed saying "Incorrect password"
AC 04:
· Given the user is on the login page
· When the user clicks the Login button without entering email or password
· Then validation messages should be displayed for both fields





4 scenarios:
1: Login with valid credentials  ---- Positive scenario
2: Login with invalid email format  ---- Negative scenario
3: Login with incorrect password ---- Negative scenario
4: Login with empty credentials  ---- Negative Scenario


	Tc_id
	Scenario
	Precondition
	Steps
	Expected result
	Result

	TC_login_01
	Login with valid credentials  
	User is on the login page
	Enter valid email
enter valid password
Click login
	User should be on the profile page
	Passed

	TC_login_02
	Login with invalid email format  
	User is on the login page
	Enter invalid email
enter valid password
Click login
	Error message display
“Enter valid email address”
	Passed

	TC_login_03
	Login with incorrect password
	User is on the login page
	Enter valid email
enter invalid password
Click login
	Error message display
“Password does not match”
	Passed

	TC_login_04
	Login with empty credentials  
	User is on the login page
	Keeping emal field empty
keep the password field empty
click login
	Error message display
“email and password required”
	Passed










Story 2: User Logout
As a logged in user
I want to logout from the system
So that no one can access my account

AC 01
· Given the user is logged in
· When the user clicks the Logout button
· Then the user should be redirected to the login page
AC 02
· Given the user has logged out
· When the user clicks the browser Back button
· Then the dashboard should not be visible
· And the user should remain on the login page

	Tc_id
	Scenario
	Precondition
	Steps
	Expected result
	Result

	TC_logout_01
	Successful Logout
	User is logged in
	Click on the profile menu
Click on the logout button
	User should be back on 
Login page
	Passed

	TC_logout_02
	Back button should not return to Dashboard
	User is logged out
	Press back button on the browser
	User should not see the Dashboard
	Failed





Story 03: Reset Password

As a registered user
I want to reset my password
So that I can change my password and set a new one

AC 01:
· Given the user is on the "Forgot Password" page
· When the user enters a registered email
· And clicks the Submit button
· Then a message should be displayed saying "Reset link sent to your email"
AC 02:
· Given the user is on the "Forgot Password" page
· When the user enters an invalid email format
· And clicks Submit
· Then an error message should be displayed saying "Invalid email format"
AC 03:
· Given the user is on the "Forgot Password" page
· When the user enters an unregistered email
· And clicks Submit
· Then an error message should be displayed saying "Email not found"
AC 04:
· Given the user is on the "Forgot Password" page
· When the user clicks Submit without entering an email
· Then a validation message should be displayed saying "Email required"

AC 05: Set a new password after email link is clicked
· Given the user is in the password reset mail
· When user clicks on the link
· Then reset page should open
· When user enter new password
· And user enter confirm password 
· And user click change password button
Then user should get a confirmation message
And user will be able to login with the new password

	Tc_id
	Scenario
	Precondition
	Steps
	Expected result
	Result

	TC_resetPass_01
	Reset link sends email  to reset password
	
	
	
	

	TC_resetPass_02
	Password Reset with invalid email format
	
	
	
	

	TC_resetPass_03
	Password Reset with unregistered  email format
	
	
	
	

	TC_resetPass_04
	Password reset with empty email field
	
	
	
	

	TC_resetPass_05
	Set a new password after email link is clicked
	User received the password reset link
	clicks on the link
enter new password
enter confirm password
click password change button
user go to login page
user enter new password with valid email address
user click login buttion


	Page should open
user should get a confirmation message

user should be able to login
	







We report/log a bug to the developer and team


BUG: 
Any mismatch between expected behavior and actual behavior
An error found while testing
Something that prevents the application from working as intended


Issue Type: Bug
Summary: 
Browser back button taking the user back to the dashboard

Description: 
when user clicks the logout button the user is redirected to the loginin page but when the user click on the browser back button the user is redirected to the Dashboard. This is an unexpeted behavior

Environment:
QA test Environment
Browser: Google Chrome / Microsoft Edge
Build Version : Authentication Module V1.02

Steps to Reproduce:
· Login with valid credentials
· Click on the profile menu
· Click on the logout button
· Click on the browser back button
· User is taken to the dashboard

Expected results:
User should be taken to the login page

Actual Result:
User was redirected to the Dashboard


Reference Acceptance Criteria:
TC_logout_02
AC 02 -> And the user should remain on the login page

Severity:   -> How serious the issue it?      WE Decide this matrix 
1. Critical / Blocker (System crashed)
2. High (Major functionality Broken)  Login is not working
3. Medium (Partially Broken Functionality)
4. Low Priority (Alignment, Spelling, color)
Priority: How important this bug needs to be fixed (Business decision  PO  Business team)
· High -- needs to be fixed right now
· Medium – Fix soon 
· Low – fix it later
Screenshot / Video:

